’Falcon IT Services’
managed service

plans include yearly, on-
site cybersecurity
awareness training at
no extra charge.’

“Virtual classroom
trainings are

provided as part of

our ongoing
cybersecurity awareness
advancement program.’

‘Employees are often
the primary targets of
hackers looking to
penetrate critical
business systems.’

‘A cybersecurity training
program can reduce risk,
help avoid financial loss
and satisfying clients,
shareholders and

insurers.’

Perimeter systems have become hardened
after years of security patching as a direct
result of increased scrutiny. Hackers no
longer see the perimeter as low lying fruit
and have turned their attention to softer

targets—-- corporate end users.

Employees are the primary targets of
cybercriminals looking to penetrate critical
business systems. They pose as authorized
members of a company (social engineering)
or send emails (phishing) mimicking alerts
we commonly receive from cloud services
such as Drop Box, Oftice 365 and One

Drive.

Falcon IT Services Cybersecurity Training

Wire transfer fraud is one of the most
common types of lucrative scam that exploit
naiveté. Hackers monitor compromised
email accounts and interpose right when a
financial transaction is about to occur.
Disguised as the recipient, they request a
last minute change of the bank account and
ABA numbers. Many seasoned financial staff

have fallen victim to this deception.

Unaware of the dangers, end users reuse
passwords, fall for phishing scams, log in o
work from infected/untrusted computers
and use information easily found om social
media as account recovery mechanisms.
These actions are often carried out as a

result of poor cybersecurity knowledge.

To top it all, hackers use artificial
intelligence and automated software
programs to gather information about their
intended targets before launching a multi-
directional attack that is difficult to fight

with traditional security tools.



‘Rather than trying to
breach a secure network
through external means,
they (cybercriminals)
pose as authorized
members of a company
and contact employees
by phone, email, chat or
social media.’

‘Awareness training is
one of the least costly
and most formidable
weapon in the fight
against cybercrime.’

‘Businesses lacking
cybersecurity training
programs often fail to
create sound IT

policies to

protect themselves and
their clients against bank
fraud and other types of
cybercrime.’

Businesses lacking cybersecurity training
programs often fail to create sound IT
policies that protect themselves and their

clients against cybercrime.

Stakeholders often fail to realize the extent of
the damage until it's too late. Security incidents
can lead to loss of revenue, damage to
reputation or brand, loss of clients, loss of
intellectual property, operational disruptions,

lawsuits and regulatory fines.

Training is one of the least costly and most
formidable weapon in the fight against
cybercrime! Implementing a cybersecurity
training program can reduce the likelihood of
a cybersecurity breach and help avoid
financial losses while satisfying clients,

shareholders and insurers.

What business
managers really
need to know.

We help business managers
decide what level of security
they want to implement, and
draft written policies
accordingly.

Falcon IT Services’ managed service
plans include yearly, on-site cybersecurity

awareness seminars at no extra charge.

In addition, virtual classroom trainings are
provided as part of our ongoing cybersecurity
awareness & advancement programs. This
program is intended to advance cybersecurity
awareness and create a security conscious

corporate culture.

Part of that is assisting managers in the drafting
and implementation of written IT policies and
keeping computer users apprised of the latest
techniques used by cyber criminals. We take

security very serious.
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